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1. OO01mue moJI0:KeHus

1.1. IMonutuka unpopmannonHoi 6e3omacuoctu (nanee — [lomutuka Ub) [NocynapcTBeHHOTrO
OIOKETHOTO POECCHOHATHFHOTO 00pa30BaTeNbHOTO yupexaeHuss UpKyTckoit o0macti « AHrapckuit
aBTOTPAHCHOPTHBIA TexHUKYM» (manee — ['BIIOY AATT) ompenenser Head W 33daddl CHCTEMBI
obecriedeHrss WH(GOPMAIIMOHHON 0€30IaCHOCTH U YCTaHABIMBAECT COBOKYITHOCTh TPaBWII, TPeOOBaHUI
U PYKOBOISIIMX HPUHIMIOB B  o0sacTy MHGPOPMALMOHHOM  0O€30MacHOCTH, KOTOPBIMHU
pyxoBoactByercs [ BIIOY AATT B cBoeli AeSITEILHOCTH.

1.2. lloautuka Wb y4uThIBaeT COBPEMEHHOE COCTOSIHME M OJMDKalIlide IepCleKTUBBI
pasButus uHpopManmonHeix TexHonoruii B ['BIIOY AATT, uenu, 3aqauu U MpaBOBbIE OCHOBBI X
9KCIUTyaTalu, pexXuMbl (YHKIIMOHUPOBAHMS, @ TaKXKE COACPKUT aHAIU3 yrpo3 0e30macHOCTH AJis
00BEKTOB U cyOBbeKTOB HHPOpMaLnoHHbIX oTHOHeHud [ BIIOY AATT.

1.3. Oo0ecneuenne wH(pOpPMAIMOHHOW Oe€30mMacHOCTH  BKIOYaeT B celds  JoOyio
JesITebHOCTD, HAMPaBJIEHHYIO Ha 3alUTy UH()OPMAIIH.

1.4. UWudopmanuonnas 6e3zonacHocts ['BIIOY AATT, 3akmtoyaercs B HEYKOCHUTEIHHOM
coomonaennn Bcemu cotpynHukamu ['BIIOY AATT tpeGoBaHMi M NPUHLMIIOB, M3JI0KEHHBIX B
[Tonmutuke Ub.

1.5. Pazpabotka Ilomutuku Wb, BHeceHue m3MeHeHHH M OOIIMHA KOHTPOJIb BBIOJHEHUS
TpeboBaHuil mo oOecnedeHuto nHpopmannonHoi 6e3omacHoctu I'BIIOY AATT  ocymectBisercs
nupekropoM I'BIIOY AATT.

1.6. Tlomutuka Wb sBisiercs METOIOJIOTHYECKOM OCHOBOW JUIsi OOECIEUCHHS PEeKUMa
MH(POPMAIIMOHHON 0€30MacHOCTH, CIYKUT PYKOBOACTBOM TIpH pa3pabOTKe COOTBETCTBYIOLIMX
MOJI0)KEHUH, TPABUII, HHCTPYKIUM.

1.7.  Bce corpynnuku I'BIIOY AATT otBercTBeHHBI 3a OOECleYeHHE BBITOJIHEHHS
TpeboBaHu# HMOPMAITMOHHON O€301TaCHOCTH, onpeensieMbix B HacTosmiel [lomutuke Ub.

1.8. Tlomutuka Wb pa3paboTraHa Ha OCHOBE HOPMATUBHBIX U  PpacCoOpSIUTEIbHBIX
JOKYMEHTOB B 00siacTu nHpopMamoHHo# 0e3onacHoctu Poccuiickoit denepanuu.

1.9. Tlonutuka Wb sBnsiercs ITOKYMEHTOM, JOCTYMHBIM KaxkaoMmy coTpyanuky [BIIOY
AATT.

1.10. [JoxymeHTamu, neTanusupyromumu mnonoxenus llomutukn Wb npumenurtensHo K
OTHOW WJIM HECKOJBKUM 00JacTsIM WH(POPMAIMOHHON O€30MacHOCTH, BHJIaM W TEXHOJOTHSIM
nestensHoct ['BIIOY AATT, SBISIFOTCS JIOKadbHBIE HOPMATHBHBIE AaKThl 1O 00ECHEYECHUIO
MH(GOPMALMOHHOI 0€30MacHOCTH, WHCTPYKIMU, METOJNYECKHE OCOOUS M PEKOMEHAALNHU, KOTOphIE
SBIISIOTCS TOKYMEHTaMHU 110 HHPOPMALMOHHON 6€3011aCHOCTH BTOPOT'O YPOBHS .

2. O0bexThl HHPOPMALMOHHOM 0€30I1aCHOCTH

2.1. OcHoBHbIMH oOOBekTamMu HH(poOpManoHHONH Oe3omacHoctH B I'BIIOY  AATT



SIBJISIFOTCSL:

- uHpOpPMaLMOHHAs HMH(PACTPYKTypa, BKIIOYAIOMIAs] TEXHUYECKUE M MPOrpaMMHO-
anmnapaTHble KOMIUIEKCHI, UH(POPMAIIMOHHBIE CHUCTEMBI, CUCTEMbl M CPEJICTBA 3aIIMTHl MH(pOpMAaLUH,
cucTeMbl H(MJIN) MOACUCTEMbI O0pabOTKU M aHaTM3a UHPOPMALIUHU CpeacTBa 00padOTKH, epeaadu u
O0TOOpaXeHHsI, B TOM YHUCJIE KaHaIbl UH(POPMAIIMOHHOTO OOMEHA M TEJIEKOMMYHHUKAIUU, OOBEKTHI U
IIOMEILEHUS, B KOTOPBIX Pa3MELICHbI TAKUE CUCTEMBI.

- UH(OPMALIMOHHBIE  PECYpChl €  OrPAaHUYECHHBIM  JOCTYIOM,  COCTaBJISIOIIHE
roCy/IapCTBEHHYIO TailHy, II€pCOHAJIbHBIEC JIaHHBIE, CBEICHUS OIrPAaHUYEHHOI'O PAaCIpPOCTPAHEHUS WIH
WHbIE YyBCTBUTENbHbIE K CIIy4alHbIM U HECAaHKUIMOHHPOBAHHBIM BO3JEHUCTBUSM M HApPYIICHUIO HX
Oe3omacHOCTH HMH(OPMAIIMOHHBIE PECYpChl, a TaKKe OTKPBITO pacmpocTpaHsemas HHGpOpMaIus,
Heooxoaumast st pabotel [ BIIOY AATT, HezaBucuMo oT (OpMBI U BUJIA €€ TIPEICTABIICHHS;

- nporeccel  06paborku  uHpopmanmu B AWC, wuHbOpMALMOHHBIE TEXHOJIOTHUH,
peraamMeHThl ¥ MpoIie1yphl BBOAA, cOopa, 00paboTKU, XpaHeHHsI U Tiepeaayn nuHpopmanuu;

- MepCcoHall Pa3pabOTYMKOB, MOJIH30BATEICH CUCTEM M O00ECIIEUHBAIONINN €€ CTaOMIbHOE
(GyHKIIMOHUPOBAHHUE;

2.2. HWundopmaumonnas cpena ['BIIOY AATT: aBromarusmpoBaHHBIE WH(MOPMAIMOHHEIE
CUCTEMBI, JIOKaJIbHO-BBIUUCIUTENbHBIE CETH PA3HOTO YPOBHA M KOMILJIEKCHl aBTOMATH3WPOBAHHBIX
pabovmx MecT.

2.3. K ocHoBHbIM ocoOeHHOCTsIM nH(popmannonHou cpeasl ['BIIOY AATT otHocsTCs:

- 00beIMHEHUE B €JIMHBIE CUCTEMBl PA3HOOOPA3HBIX TEXHUYECKUX M IPOTrPaMMHO-
anmnapaTHBIX CpeACTB 00pabOTKU U mepenadu nHhopMalnu;

- pacmmpenue chepsl ucnosib3oBanus nHGopmannoHHbIX cucteM [ BITIOY AATT,;

- o0beMHEHHEe B €AMHYI0 HWH(MOPMALMOHHYIO Cpely pa3IUYHbIX HEOJHOPOIHBIX
MoJiesielt HHPOPMAITMOHHBIX CHCTEM.

- pasHooOpa3ue peraeMbIxX 3a1a4 U TUIIOB 00padaThIBA€MbIX JaHHBIX, CJIOXKHBIE PEXKUMBI
aBTOMATHU3HPOBAaHHON 00pabOTKM MHGOpMaIUY;

- BAXHOCTb W OTBETCTBEHHOCTb  pELICHWM,  NPUHMMAEMbIX Ha  OCHOBE
aBTOMATHU3UPOBAaHHOW 00pabOTKM MHGOpMaIUY;

- o0beIMHEHHE B €AMHBIX 0a3zaXx MJaHHBIX MHG(OPMAIMM DPA3IUYHOTO Ha3HAuYEHUS,
MIPUHA/IIE)KHOCTH U YPOBHEHN KOHPUIEHIINATBHOCTH;

- HE00X0IMMOCTh oOecrieueHus HenpeprlBHOCTH (yHKIMoHupoBanus [ BIIOY AATT,;

- pa3zHooOpasue, 3HaYMMOCTh U HHTEHCUBHOCTh MH(OPMAIIMOHHBIX TOTOKOB;

- pasHooOpa3ue KaTeropuil IMoJbp30oBaTeiel, pa3paboTUNKOB U 00ECIEeYMBAIOIIEro
nepcoHasia UHPOPMAIMOHHBIX CUCTEM.

2.4.  3ammure NOJUIEKHT BCs MHPOpMaLUsA U HH(OPMAIIMOHHBIE PECYPChI, LIUPKYIUPYIOLIHUE B
I'BIIOY AATT.

3. Heau u 321244 1eATEIHHOCTH 10 00ecneYeHu10 HHPOPMAIMOHHOI 6e30NMacHOCTH

3.1  OcCHOBHOH IENBIO JEATESIBHOCTH IO OOCCIICUSHUI0 HH(POPMAIIMOHHOW 0€30MMacHOCTH
I'BIIOY AATT sBasiercs 3ammra 00bekTOB HH(popMannoHHOH Oe3onacHoctu ['BIIOY AATT ot
BO3MOXXHOTO HAHECEHHs]  MaTepUalbHOTrO, (U3UYECKOTO0, MOpPaJbHOTO WM HWHOro Yyuiepoa,
MOCPEJICTBOM CIIy4alHOTO WMJIM TpPEAHAMEPEHHOr0 BO3JeMCTBUS Ha HMH(OpMAIUIO, €e HOCHTENeH,
mporueccsl 00pabOTKH U Mepeaayy, a Tak)ke MUHUMU3AIMS YPOBHS MH(POPMAIIMOHHON 0e30MacHOCTH
JPYTUX yTPo3.

3.2  OcCHOBHBIMH  3aJadyaMH  JIEATENIBHOCTH IO  OOECHeueHHr0 WHPOPMAINOHHOM
0€30MaCHOCTH SIBIISIOTCS

- CBoeBpeMEHHOE BBISBICHHE, OLEHKAa M IPOrHO3UPOBAHME HCTOYHHUKOB YIpo3
MH(POPMAIIMOHHON 0€30MacHOCTH, MPUYMH M YCIOBH, CHOCOOCTBYIOUIMX HaHECEHHIO YIuepoa,
HapyIICHUIO HOPMAIBHOTO (DYHKITMOHUPOBAHHS O0BEKTOB MH(pOopManroHHol Oe3omacHoctu ['BITOY
AATT;

- Co3gaHue MexaHuU3Ma OIEPATUBHOIO pEearupoBaHMs Ha yrpo3bl 0€30IacHOCTH



nH(pOpMalLlUY U HETaTUBHBIE TCHICHLINN;

- Co3ganue ycnoBHH JUIi MUHHMM3ALMUM W JIOKAIM3aUUMU HAHOCHMOTO ymiepoa
HEMPaBOMEPHBIMU JEHCTBUAMU (PU3MUECKUX U IOPUANYECKUX JIMILI, OCJIa0JIeHne HEraTUBHOIO BIUSHUS
Y JIMKBUJAIMY TIOCIIECTBUIA HapyIIeHHs 0€30MacHOCTH UH(OPMAIIHUH;

- 3amuTa OT BMEIIATEIbCTB MOCTOPOHHUX JIUL B IIporecc (yHKIMOHUPOBAHUS 00BEKTOB
uHpopmannonnoit 6ezonacHoctu [’ BIIOY AATT,;

- Pasrpanunuenue nocrymna mnosib3oBaTenieil K 00beKTaM HHPOPMAIIMOHHON 0€30MacHOCTH
u unbsIM pecypcam ['BITIOY AATT;

- ObecnieueHne ayTeHTU(PUKAIUY TOJIb30BaTeNed, yHacTBYIOIIUX B HH()OPMALIMOHHOM
obMeHe;

- 3ammuTa OT HECaHKIIMOHMPOBAaHHOW Moaudukanuu ucnoias3dyembix B ['BIIOY AATT
IIPOrPaMMHBIX CPEJCTB, a TAK)KE 3aLIUTY OT BHEAPEHUS HECAHKIIMOHUPOBAHHBIX MPOTrpamMM, BKIIIOUas
KOMITbIOTEPHBIE BUPYCHI;

- 3ammry WHGOpPMAIMK OTPAHMYCHHOTO IOJIB30BAHUA OT YTEUKH 10 TEXHUYECKUM
KaHajiaM 1pu ee 00paboTKe, XpaHEHUH U Mepeiadll 110 KaHalaM CBS3H;

- Obecnieuenne OGecriepeOOMHOrO (YHKIMOHUPOBAHUS KPUNTOrPaQUUECKUX CPEACTB
3a1uThl HHGOPMAIUH.

3.3  IlocraBieHHas 1eTb 3aIIUTHI U PEIICHUE MEPEUNCICHHBIX 3a7a4 JTOCTUTAIOTCS:

- YyeroM Bcex MOIEKAIIMUX 3alIUTe OOBEKTOB HMH(POPMAIMOHHOW 0€30MacHOCTH
I'BIIOY AATT,;

- Perucrpanueil B )xypHanax JeiCTBHI epcoHalla, OCYIIECTBISIONIEIO 00CTyKUBaHUE U
MoaupHKaIIo 00BEKTOB HHPOPMAITMOHHOW 0€30IaCHOCTH

- [TonHOTOM, pealbHOl BBIMOJTHUMOCTBIO UM HENPOTUBOPEYHBOCTHIO  TPEOOBaHMIA
OpraHM3alOHHO — pacnopsauTenbHbIXx AokyMeHTOoB I'BIIOY AATT  mo Bompocam oOecrnedeHus
6e30macHOCTH HH(pOPMaLINY;

- [TonroToBKOM TOMKHOCTHBIX JIML, OTBETCTBEHHBIX 32 OPTaHU3ALUI0 U OCYIIECTBICHUIO
MPAKTUYECKHX MEpONpUATUH 10 obecreueHuto 0e30MacHOCTH HHGpOpMallMd M MPOIECCOB €e
00paboTKu;

- Hanenennem Kaxaoro moJjib30BaTessl ONTUMAIbHO-HEOOXOAMMBIMU JIJIsl BBITTOJIHEHUS
UM CBOMX (YHKIMOHAJIbHBIX OOSI3aHHOCTEH MOJHOMOYMSIMHM IO JOCTyNy K HH(OpPMalMOHHBIM
pecypcam I'BIIOY AATT,;

- UerkuM 3HaHMEM W CTPOTMM COOJIIOJIGHHEM BCEMH II0JIb30BATEISIMH OOBEKTOB
uHpopmannonHoit  6e3omacHoctn  I'BIIOY  AATT,  TpeGoBaHMii  OpraHuM3alMOHHO  —
pacnopsAMTENbHBIX JOKYMEHTOB 10 BoIpocaM o0ecrieueHns 6€301acHOCTH HHPOpMaIH;

- IlepcoHanbHON OTBETCTBEHHOCTHIO 32 CBOM JEMCTBHSI KaKJOTO COTPYJIHUKA, B paMKax
cBOMX (DYHKIIMOHAIBHBIX OOS3aHHOCTEH MMEIOMIET0 JOCTYyll K OOBEKTOB HMH(POPMAIIMOHHOMN
oesomacuoctu ['BIIOY AATT;

- [IpumenenneM  (QU3MYECKMX W TEXHUYECKUX  CPEJICTB  3allUThl  OOBEKTOB
uHpopmannonHoit 6e3onacHoctu I'BIIOY AATT u HenpepbIBHON aJMUHUCTPATUBHON MOIEPKKON
UX UCTIOJIb30BaHMUS;

- D¢ eKTUBHBIM KOHTpOJEM HaJl COOJIOJCHHEM I0JIb30BaTEe/IIMU HMH(OPMAIIMOHHBIX
pecypcoB I'BIIOY AATT TpeboBanmii mo obecrneueHno 6€30macHOCTH HHPOPMAIIHH.

4. OcHoBHbIe yrpo3sl 0e3onacHoctu nHpopmanuu B 'BIIOY AATT

41  TIlon yrpo3amu Oe3onmacHoctu wuHpopmauuu B ['BIIOY AATT ITOHUMAETCs
MOTEHIMAJILHO BO3MOXKHbIE HEraTUBHBIE BO3/ICHCTBHS HA 3aIIUIIAEMYI0 HH(POPMAIIHIO.

4.2  OCHOBHBIMH WCTOYHHUKaMH yrpo3 Oe3omacHoctn wuHpopmaruu B ['BIIOY AATT
SBIISTIOTCSI:

- Henpennamepennble, T.e. JC€HCTBHUS, BBbI3BaHHBIC HEKOMIIETEHTHOCTBbIO  WJIH
XaJIaTHOCTBIO MOJIb30BaTeeH (TepcoHana);

- [IpennamepeHHble, T.e. NEHCTBUS, BbI3BAHHBIE 3JIBIM YMBICIIOM, HE3aBUCHUMO OT TOTO,



BHCIIHUM WJIM BHYTPEHHHUM OTHOCHTEIIBHO O0BEKTOB HHpopmMarmoHnHod Oe3omacHoctu ['BIIOY
AATT sBAseTCsI ICTOYHUK YIPO3bI,

- Omunbku, JONyLIEHHbIE NpU pa3paboTKe KOMIIOHEHTOB OOBEKTOB HMH(POPMALMOHHOM
6e3onacuoctu [ BIIOY AATT w1 ux cuctem 3amuThl, OMIMOKK B IPOTPAMMHOM 00ECTIEYeHHH, OTKA3bI
1 cOOM TEXHUYECKUX CPEJICTB;

- ABapuu, CTUXHIHBIE OCICTBHSL.

4.3 Corpynuuku I'BIIOY AATT, 3aperucTpupoBaHHbIE KakK JErajJbHbIE IOJIb30BaTEIN
aBTOMATH3MPOBAHHBIX WH(OPMAIIMOHHBIX CUCTEM WJIN OOCITYXHBAIOIIUE €€ KOMIIOHEHTHI, SIBIISIOTCS
BHYTPEHHUMHU HCTOYHUKAMHU CIy4YaiHBIX BO3ACUCTBHs, T.K. MMEIOT HENOCPEICTBEHHBIA JOCTYN K
nporeccaMm 00pabOTKH MH(POPMALIMU U MOTYT COBEPIIATh HENpeIHAMEpEHHbIC OIIMOKH U HapyIICHUS
JNEUCTBYIOIUX NPaBUJI, UHCTPYKLUMI, PErJIAMEHTOB;

44  BO3MOXHBIE IMyTH pead3aldd HempeaHaMepeHHbIX yrpo3 oOesomacHoctu ['BIIOY
AATT:

- HeywmbinuieHHble aecTBUSI, TPUBOAIIME K YACTUYHOMY WM MOJHOMY HapyLICHHIO
(GYHKIIMOHATTBHOCTH KOMIIOHEHTOB 00bekTOB HH(popmannonHoi 6e3omacHoctu ['BIIOY AATT  wnu
pa3pymeHuto HHPOPMAIMOHHBIX WM TPOrPAMMHO — TEXHHUECKUX PECYPCOB;

- HeocTopoxHble 1eHCTBUA, TPUBOASIINE K pa3IJIalIeHUI0 HHPOpMALUU OTPaHUYEHHOTO
pacnpocTpaHeHus;

- Pasrnamenue, nepegaya Uiy yrpaTta aTpuOyToB pasrpaHUUYeHUs JOCTYIA;

- HruopupoBaHie OpraHMW3allMOHHBIX OrpaHMYCHHN NpU padoTe ¢ MHPOPMALMOHHBIMU
pecypcamy;

- [IpoekTHpoBaHWE ApPXUTEKTYpbl CHCTEM, TEXHOJOTHMA OOpabOTKM JaHHBIX C
BO3MOKHOCTSIMHM,  NPEACTAaBSIIOIIMMU  OMACHOCTh i (PYHKIMOHUpPOBaHUA  OOBEKTOB
nHpopmannonnoit 6ezonacHoct [ BIIOY AATT u 6e3omacHocTH HHGOpMALNY;

- [Tepechlika JaHHBIX IO OIIMOOYHOMY ajpecy (YCTpOICTBY);

- BBoJ1 01IMO0YHBIX TaHHBIX;

- HeymMmpinuieHHast mop4a HocuTenei HHpOopMauy,

- HeywmblinuieHHOE TOBpEXI€HUE KaHAJIOB CBS3H;

- HenpaBoMepHoe oTKiIOUeHHE OOOPYJOBAaHUS MM M3MEHEHHE pPEXUMOB pabOThI
YCTPOWCTB WX ITPOTpamMM;

- 3apakeHHe KOMIIBIOTEPOB BUPYCaMH,

- HecankunoHupoBaHHbIe 3allyCK TEXHOJOTHYECKHX IPOTrpaMM, CIHOCOOHBIX BBI3BATh
oTepro paboTOCIIOCOOHOCTH KOMIIOHEHTOB MH(OPMAIIMOHHBIX CUCTEM WJIM OCYIIECTBISIOMIMX B HUX
HEOOpaTUMbIEe UBMEHEHUS;

- HexomneTeHTHOE HCIONB30BAaHME, HACTPOWKA WJIM HENPABOMEPHOE OTKIIOUEHHE
CPEICTB 3alIUTHI.

45  Bo3MoXxHBIE IYTH pealn3aluy NnperHaMepeHHbIX yrpo3 6esonacHoctu [ BIIOY AATT:

- VYMbIlIEHHbIE JAEWCTBUS, MPHUBOJALINE K YaCTUYHOMY WM MOJIHOMY HapyLIEHHIO
(YHKIMOHATBHBIX KOMIIOHEHTOB 00BeKTOB MH(popMannoHHO# G6e3omacHocTH ['BIIOY AATT  wm
pa3pyleHno0 HHHOPMAITMOHHBIX WK IPOTPAMMHO — TEXHHUUECKUX PECYpPCOB;

- JeiictBuss mo Jne3opraHuzaiuy  (QyHKIMOHUPOBAHUS OOBEKTOB HH(OPMAIIMOHHON
6e3onacHoctu ['BIIOY AATT; xuienre J0KyMeHTOB U HOCUTENEeH nHpOpMaLny;

- HecanknnoHnpoBaHHOE KONMHMPOBAaHUE JOKYMEHTOB M HOCHUTeNed HH(opManumy,
YMBILUIEHHOE UCKaXkeHre nHpopMaluu. BBo1 HeBEpHBIX TaHHBIX;

- OTkiroueHre MM BBOJ M3 CTPOsl TOJACHCTEM obecredeHus (yHKIMOHUPOBAHHUS
o0bekToB nHpopManronHo 6ezonacHocT [ BITOY AATT;

- ITepexBaT naHHBIX, IEpEJaBAEMBbIX 110 KaHaJIaM CBSI3U U UX aHAIIU3;

- XuIIeHne MPOU3BOICTBEHHBIX OTX0/I0B;

- He3zakonHoe nonydenue aTpuOyToB pa3rpaHUuCHUS JOCTYIIA;

- HecankimmoHnpoBaHHBIN TOCTYN K 00beKTOB MH(MopMarmonHon 6e3onacHoctu I'BITOY
AATT c pabounx CTaHIUH JIETaIbHBIX MOJIb30BATEIICH;

- XUIlIeHUE UK BCKPBITHE MUPPOB KPUIITO3ALMUTH HH()OPMALNH;



- BHezapenue annapaTHBIX WM IPOTPAMMHBIX 3aKJIAJI0K C LIETIbI0 CKPBITHO OCYIIECTBIISTh
JOCTYNl K WH(GOPMAIMOHHBIM pecypcaM WIH JAe30praHu3aiuu (YHKIMOHHPOBAHUS KOMIIOHEHTOB
00bekToB HHpopManronHoi 6ezonacHocT I BITOY AATT,;

- He3akonnoe  wucmonp3oBaHue  OOOpPYIOBAaHUS, IMPOTPAMMHBIX  CPEIACTB  WJIH
MH(pOPMALIMOHHBIX PECYPCOB.

4.6  Bo3MOXXHBIE IyTH peajH3aliyd OCHOBHBIX €CTECTBEHHBIX yrpo3 6e3onacuoctu ['BIIOY
AATT:

- Beixon w3 crpos obopynoBaHusT OOBEKTOB WH(OPMAIMOHHON 0€30macHOCTH U
o0opyoBaHus oOecrieueHus: UX PyHKIIMOHUPOBAHME,

- BbIxon U3 cTpost UM HEBO3MOYKHOCTD HUCIIOJIb30BAaHUs JIMHUN CBA3H;

- [Tokapel, HAaBOJHEHUS U IpyTUe CTUXUIHBIE OeICTBHSL.

4./  Hapymwurenb — U0, KOTOPOE MPEANPUHSIO IMONBITKY BBIIOJHEHMS 3alpELICHHBIX
JIeWcTBUM 1Mo omMOKe, HE3HAHUI0 MM OCO3HAHHO CO 3JIbIM YMBICIOM WIM 0€3 TakoBOro u
HCIOJIb3YIOLIEE JIJISl 3TOTO Pa3InYHbIE BO3MOKHOCTH, METOJIbI U CPEJICTBA.

4.8  3510yMBIIUIEHHUK — HapyLIUTENb, ACHCTBYIOLUIMI HAMEPEHHO U3 KOPBICTHBIX, UACHHBIX
WM UHBIX OOy XKJIEHUH.

4.9 Cuctema obOecneueHust uHpopmarmonHoi OezonacHoctu ['BIIOY AATT nomkHa
CTPOMUTBCSI UCXO/s U3 IPEAIOI0KEHUN O BO3MOYKHBIX THUIIAX HapyLIUTENIEH U 3JI0yMBIIIJIEHHUKOB B
cucTeMe.

410 HekommereHTHBI mosb3oBaTenb — corpyauuk [BIIOY AATT VCIIOJIb3 YOI
TOJIKO LITATHBIE CPEJCTBA, KOTOPBIH MOXKET MpeAlPUHUMATh MOINBITKA BBIIOJIHEHUS 3alpelleHHbIX
JeWCTBUH, TOCTYyNa K 3alIUIIaeMbiM 00bekToB mH(pOpManuonHoi 6ezomacHoct [BIIOY AATT ¢
IIPEBBIIICHUEM CBOMX IIOJHOMOYMH, BBOJAa HEKOPPEKTHBIX JaHHBIX, HApyIIEHUs MpaBWil U
periaMeHTOB padoThI ¢ HHPOPMAITUEH U T.11.

411 Jlroburens — corpyauuk I'BIIOY AATT, nbitatomuiics HapyLIIUTh CUCTEMY 3alUThI
0e3 KOpBICTHBIX LEJeHl WM 370r0 yMbicia. [l mpeoposneHusi CUCTEeMBbl 3alllUThl U COBEPILIEHUS
3alpEIICHHBIX JEHCTBUI OH MOKET MCIOJB30BaTh PA3JIMYHBIE METOJIbI MOITYUYEHHSI TONOJHUTEIbHBIX
MIOJIHOMOYHUI JI0CTyNa K pecypcaM, HEJOCTaTKU B IMOCTPOEHUE CUCTEMBI 3aAIIUTHI U JIOCTYIIHBIE €My
mTaTHble cpenctsa. [IoMHMO 3TOro, OH MOXET MOIBITAThCA HCIOIb30BaTh JIOTOJIHUTEIbHBIC
HEIITaTHble HMHCTPYMEHTAJbHbIE W TEXHOJIOIMYECKHE MPOrpaMMHBIE CpEACTBA, CaMOCTOSTEIbHO
pa3paboTaHHbIE IPOrPaMMBbI HJIM CTaHAAPTHBIE JOMOJHUTEIbHBIE TEXHUYECKUE CPEICTBA.

412 BayTtpeHHmid 3imoyMbiuieHHHK — coTpynHuk ['BIIOY AATT, neiictByrommuit
LIeJIEHAMPABIEHHO U3 KOPBICTHBIX MHTEPECOB. MOXKET HCII0JIb30BaTh BEChb HAOOp METOAOB U CPE/ICTB
B3JIOMa CHCTEMBI 3alllUThl, BKJIIOUasl areHTypHbIE METO/Ibl, IACCUBHBIE CPEACTBA, METOJIbI U CPE/ICTBA
aKTUBHOTO BO3JEHCTBHS, a Takke KOMOWHAIIMK BO3JEHCTBUM, KaKk W3HYTpH, Tak u u3BHe [ BIIOY
AATT.

4.13 BHeuHuii 3710yMBIIUIEHHUK — TOCTOPOHHEE JIMIIO, ACHCTBYIOLIEE IIeJICHANPABICHHO U3
KOPBICTHBIX HMHTEpecoB. MOXKET HCIOJb30BaTh BeCh HAOOp METOJOB U CPEACTB B3JIOMa CHUCTEMBI
3alUThl, BKJIIOYAs areHTypHbIE METObl, IACCHUBHBIE CPEJICTBA, METOJAbl M CPEACTBA AKTHBHOIO
BO3JICHCTBUS, a TaK)Ke€ KOMOMHALIMU BO3/IEHCTBHIM, Kak U3HYTpH, Tak U u3BHe [ BIIOY AATT.

4.14 K BHyTpeHHMM HapyIIUTeIeM MOTYT OBbITh OTHECEHBI JIUIA U3 CIEIYIOIUX KaTeropui
corpyaaukoB ' BITIOY AATT:

- 3aperucTpupoBaHHbIE MTOJB30BATEIN ABTOMATU3UPOBAHHBIX WH(OPMAIIMOHHBIX CHCTEM,;

- Corpynaukn  I'BIIOY  AATT, He  saBisomuecs  3aperucTPUPOBAHHBIMU
MOJIb30BATEsIMM M HE JONYLICHHbIE K aBTOMAaTHU3MPOBAHHBIM HMH(OPMAIIMOHHBIM CHCTEMaM, HO
MMEIOIIHUE IOCTYI B 3/JaHUE U TOMEILIEHUS;

- [Tepconan, obOecrneunBarOmuil 00CTyKMBaHHE  TEXHUYECKHE CpEJICTBA OOBEKTOB
nHpopmannonnoit 6e3omacaoctu ['BITIOY AATT.

- CrienuanucTsol, 3a1eiICTBOBAaHHbIE B COTIPOBOXKICHUH TPOTPAMMHOTO 00€CTICUCHHS.

4,15 BuHemrHuM HapyIIUTEIEM MOXKET OBITH JIUIIO U3 CICAYIOMNX KaTeTOPUA:

- VYBonennsie cotpyanuku I'BIIOY AATT;

- [IpencraBuTenu opraHu3anuii, B3aUMOJCUCTBYIOIIMX I10 BOMpPOCaM TEXHUYECKOTO



oOecnieuenns [ BIIOY AATT;

- IToceTnTenu;

- UsteHBI IPECTYITHBIX OPTaHU3aINNT;

- Hnua, cnyqaﬁHO NN YMBIH_UICHHO HpOHI/IKH_II/Ie B aBTOMaTI/I3I/IpOBaHHBIC
MH(pOPMAIIMOHHBIE CHCTEMBI U3 BHEITHUX TEJICKOMMYHHUKAITMOHHBIX CETEH (XaKephl).

5. OcCHOBHBbIE€ NIPUHIMIIBI NOCTPOEHMSI CHCTEMbI HHPOPMALMOHHOK 0€301IACHOCTH
I'BIIOY AATT

5.1  3aKOHHOCTb.

[Ipennonaraer ocylecTBICHUE 3AIIUTHBIX MEPONPUATHHA U Pa3pabOTKy cHCTEM 0e3011acCHOCTH
unpopmanuu I'BIIOY AATT B COOTBETCTBHM C JIEHCTBYIOUIMM 3aKOHOAATEIHCTBOM B 00JacTH
MH(POPMALIMOHHBIX TEeXHOJIOrui. Bce mnonb3oBaTenu 00bEKTOB HMH(OpMAMOHHONH Oe30macHOCTH
I'BIIOY AATT noJDKHBI HMETH MPEACTABICHIE 00 OTBETCTBEHHOCTH 3a TIPABOHAPYIIICHHS B 001aCTH
MHGOPMALIMOHHBIX TEXHOJOrMi. Peanmuzanuss [NaHHOrO TNpUHIMIA HeoOXoauma JUIs  3allUThl
penytaruu ['BIIOY AATT.

5.2  CucTeMHOCTb.

[Ipenmonaraer yudeT BCeX B3aMMOCBA3aHHBIX, B3aUMOJCHCTBYIOIIMX M H3MEHSIOIIUXCS BO
BPEMEHHU 3JIEMEHTOB, YCJIOBUH U (PAKTOPOB, 3HAUMMBIX JUIsI MOHUMAaHHUS U PELIeHHs HPoOIeMbl
obecnieueHuss Oe3omacHOCTH 00BEKTOB WHGpopMmanuonHoi Oe3omacHoctrn ['BIIOY AATT. Ilpum
CO3JIaHMM CHUCTEMbI 3aIlUThl JOJDKHBI YYMTBHIBATBCA Bce cilabble M Haubojiee YysA3BUMbIE MecCTa
00bekToB nHpopmannonnoi 6ezonacHoctu ['BIIOY AATT. Cucrema 3amuThl JOIDKHA CTPOUTHCS C
YUETOM BCEX U3BECTHBIX KaHAJIOB IPOHUKHOBEHUS M HECAHKIIMOHMPOBAHHOI'O JOCTYIa K HH(pOpMaLUU
U C Y4YETOM BO3MOXXHOCTM IIOSIBJIEHHUS NPUHLUMIIMAIBHO HOBBIX MyTeH peanus3anuu yrpos
0€30MacCHOCTH.

5.3  KomnereHTHOCTb.

IIpenmosaraeT NpUMEHEHHE Pa3HOPOAHBIX CPEICTB 3alIUTHl IPU IMOCTPOCHHM LEIOCTHOU
CUCTEMBI 3alllUThl, NMEPEKPHIBAIOLIEH BCE 3HAUMMBbIE KaHalbl peai3allud Yrpo3 U HeE cojepxkaliein
cJ1abbIX MECT Ha CThIKaX €€ OT/IEJIbHbIX KOMIIOHEHTOB. 3al1Ta JOJKHA CTPOUTHCS SIIETOHUPOBAHO.

5.4  HemnpepbIBHOCTH U IIEIOCTHOCTh 3aIHTHI.

Oro mporece, ocyuiecTsisieMblil pykoBoacTtBoM ['BIIOY AATT u coTpynHHMKamu, KOTOPBIH
JOJKEH TOCTOSHHO UATH Ha Bcex ypoBHsIX BHyTpu ['BIIOY AATT. Kaxneii corpyanux ['BIIOY
AATT pomkeH mpUHUMATbCSd YdacTHe B O3TOM Ipouecce. JleaTeabHOCTh MO  00ecrneueHUro
nH(pOpMaLIMOHHON 0€30MaCHOCTH SIBJISIETCS COCTAaBHOM 4YacThio NMOBceAHEBHON aedrenbHocT ['BIIOY
AATT.

5.5  CBOEBpPEeMEHHOCTb.

Hocut ynpexnatomuii xapakrep mep obecrieueHust 6e3onacHoctd MHpopmaru. PaspaboTka
CHUCTEMBI 3allUTHl JOHKHA BECTHCH MAapaUIeIbHO C Pa3pabOTKON M pa3BUTHEM CaMOW 3alIUIIAEMOI
CHCTEMBI. DTO TMO3BOJIUT YyYeCTh TPEOOBaHUS O€30MACHOCTH MPH NMPOESKTUPOBAHUM APXUTEKTYpHI U, B
KOHEYHOM c4ere, co3maTth Oosee dh(EeKTUBHBIE CUCTEMBI, OO0JaJalONIMEe JTOCTATOYHBIMU
KOMITIETEHIUSMH.

5.6  IIpeeMCTBEHHOCTh U COBEpPIICHCTBOBAHUE.

[Ipenmnonaraer MOCTOSHHOE COBEPIICHCTBOBAHHWE MEP M CPEJCTB 3alIUTHl HWHGpOpMAalLUU B
I'bIIOY AATT Ha ocHOBE PEEMCTBEHHOCTH OPTAaHU3ALMOHHBIX U TEXHUYECKUX PEIICHNUH, KapOBOTO
COCTaBa, aHalM3a (PYHKIMOHUPOBAHUA OOBEKTOB HH(POPMAIMOHHONW OE30MacCHOCTH M CHCTEMBI
3alUThl C YY4E€TOM HM3MEHEHUH B MeToJaX M CpeACTBax ImepexBaTa WH(GOpMalMH, HOPMATHUBHBIX
TpeOOBaHUI MO 3alMTe, JOCTUTHYTOIO OTEUYECTBEHHOIO M 3apyOeXHOro omeita B 001acTu
MH(GOPMALIMOHHBIX TEXHOIOTHH.

5.7  Pa3ymHas 10CTaTOYHOCTbD.

[Ipeamonaraer cOOTBETCTBHE YPOBHS 3aTpaT Ha oOecredeHre 0e30MacHOCTH MH(OpMaIuu K
BEIMYMHE BO3MOXKHOro ymiep6a. CozgaTb aOCOMIOTHO HENPEOJOIUMYI0 CHCTEMY  3allUTh
IPUHLIUINAIBHO HEBO3MOXKHO. [loka mHpopManus HaXOAWTCS B OOpALICHUH, IPUHUMAEMbIE MEpbI



MOTYT TOJIBKO CHU3UTHb BEPOSATHOCTh HETATUBHBIX BO3ICHCTBHIA, HO HE UCKIIOYUTH HUX MOJIHOCTHIO.
[Ipu mOCTaTOYHOM KOJHMYECTBE BPEMEHH U CPEICTB — BO3MOXKHO, INPEOJOJETh JIIOOYIO 3alIHTy.
[TosToMmy wuMeeT CMBICT paccMaTpuBaTh HEKOTOPBIA MpHUEMIIEMBbIH ypOBEHb oOOecreueHus
0€30MaCHOCTH.

5.8  IlepconanbpHasi OTBETCTBEHHOCTb.

[Ipenmnonaraer BO310KEHWE OTBETCTBEHHOCTH 3a obOecrieueHne 0e30MmacHOCTH MH(pOpMaIun
cUCTeMbl ee 00pabOTKM Ha Ka)KJIOro COTPYAHMKA B Mpeleiax ero MnojiHoMouuid. B coorBercTBHU C
STHM TMPHUHLIUIIOM pacHpeesieHHe MpaB U OOA3aHHOCTEH COTPYAHUKOB CTPOUTHCS TaKHUM 00pa3oM,
yTOOBl B Cily4ae JI00OOro HapylleHHs Kpyr BHUHOBHHUKOB ObUI YETKO H3BECTEH WM CBEACH K
MUHUMYMY.

5.9 OrnruMu3anus IIOJTHOMOYNIA.

[Ipeamnonaraer nmpeaocTaBiIeHNE MOIB30BATESIM ONTUMAIBHBIX TPaB JOCTYIA B COOTBETCTBUU
co ciyxeOHoi HeoOxomuMmocThio. JlocTynm Kk MHGOpMAIMU JTOJDKEH MPEAOCTABISTHCS TOJIBKO B TOM
ciiyyae W OOBEMe, KOrja 3TO HEOOXOAMMO COTPYIHHUKY MJIsi BBIIOJHEHUS €ro JOKHOCTHBIX
00s13aHHOCTEH.

510 MHcknroueHrne KOHQIMKTa HHTEPECOB.

[Ipenmonaraer yeTkoe pasjeiceHHe OO0S3aHHOCTEH COTPYAHHKOB M HCKIIOYEHHUE CUTYAIlHid,
Korma cdepa OTBETCTBEHHOCTH COTPYAHUKOB JONMycKaeT KOHQMUKT wuHTepecoB. Cdepsl
MOTEHIIUATIBHBIX KOH(MINKTOB JOJKHBI BBISBISATHCS, MUHUMU3UPOBATHCS, U HAXOTUTHCS MO/ CTPOTUM
HE3aBUCHMBIM KOHTpoJieM. Peann3anus JaHHOTO MPUHIUITA TPEIOIaraeT, 9To He OAWH COTPYAHUK HE
JIOKeH MMETh IOJHOMOYMI, TO3BOJSIONIMX €My €IUHOJUYHO OCYUIECTBIISATH BBIOJIHEHUE
KPUTHYHBIX OIlEeparuil.

5.11 B3zaumopeiicTBHe U COTPYIHUYECTBO.

[Tpennonaraer coznanue OnaronpustHoil armocgepsl B 'BIIOY AATT, B Takoil oOcTaHOBKe
COTPYAHUKHU JOJKHBI OCO3HAHHO COOJII0AATh YCTAaHOBJICHHBIE MTPAaBUJIA, JOKHBI IOHUMATh CBOIO POJIb
B TIporiecce obecredeHnst HHPOPMAIMOHHONW O€30MaCHOCTH U IPUHUMATh YYaCTHE B TOM IPOIIECCE.

5.12 T'uOKOCTBH CUCTEMBI 3aIUTEL.

[Ipeamonaraer crnocOOHOCTh CHCTEMBI oOecrieueHuss WHGOPMAIIMOHHONW ©0€30MacHOCTH
pearnpoBaTh Ha M3MEHEHHMsS BHEHIHEW cpeabl u ycinoBuil ocymectsieHuss ['BIIOY AATT cBoeit
JeSITeTbHOCTH.

5.13 IIpocToTa npruMeHEeHHs CPEACTB 3aLUTHI.

[Ipenmonaraer UHTYUTHBHO TOHSTHBIE W TPOCTHIC B HCIIOJIb30BAHUH MEXaHU3MBI U METOJIBI
3ammThl. [IprMeHeHHe CpeacTB M METOJOB 3alllUThl HE JOJDKHO OBITh CBSI3aHO CO 3HAHUEM
CTIEIMANBHBIX SI3bIKOB WIIM C BBITIOJHEHUEM JEHCTBUH, TPEOYIOMNX 3HAYUTENBHBIX JOTOJHUTEIEHBIX
TpyAO3aTpaT Hpu OOBIYHOM paboTe 3aperuCTPUPOBAHHBIX I10JIb30BATENE, a TaKke HE JIOJIKHO
TpeOOBAaTh OT TOJIH30BATEIS BHIMOJHEHHUS PYTHHHBIX MAJIOTIOHATHBIX €MY OIEepaIlnii.

5.14 OOG0CHOBaHHOCTb U TEXHUYECKAs! PEAIN3yEMOCTb.

[lpenmonaraer peanu3anuilo Ha COBPEMEHHOM YpPOBHE pa3BUTHS HAyKH H TEXHHKH
MH(POPMAIIMOHHBIX TEXHOJOTUH, TEXHUYECKUX W TMPOrPAMMHBIX CPEJACTB, a TAKXKE CPEICTB U Mep
3aImuTHl HHQOPMAITUH.

5.15 Crenumamuzanus u mpodeccuoHaInu3M.

[Ipenmonaraer npuBjedeHUE K pa3pabOTKE CPEICTB M PEeATH3alUU Mep 3allUuThl HH()OpMaIim
CMELUAIN3UPOBAHHBIX OpraHU3alui, JUIEH3UPOBAHHBIX HAa OCYIIECTBICHUE JIEATEIBHOCTH I10
o0ecrniedyeHno 6e30MacHOCTH H(OPMALIMOHHBIX PECYPCOB, UMEIOIINUX NMPAKTUYECKUN ONBIT pabOThI U
TOCYJapCTBEHHYIO JIMIIEH3MI0O Ha TpaBO OKa3aHUs ycayr B 3Tod oOnactu. Peanumzanus
aIMUHUCTPAaTHBHBIX ~Mep M OKCIUIyaTalus CpPeACTB  3allUTHl  JIOJDKHA  OCYIIECTBIIATHCS
npodeccnoHansHO MOoAroToBIeHHBIMU cnieranuctamu [ BIIOY AATT.

5.16 OO6s3aTenbHOCTh KOHTPOJIS.

[Ipeamonaraer 0043aT€NBHOCT M CBOEBPEMEHHOCTh BBIABICHHS M TPECEYCHHS ITOMBITOK
HapylUIeHHUs] YCTAaHOBJIEHHBIX TIpaBWJ, oOecreueHuss 0e30MacHOCTH HHQOpMAIMK, Ha OCHOBE
UCTIOJBb3YEMBIX CHCTEM M CpEACTB 3amuThl MHpopMmanuud. KOHTpOdb 3a AEATENBbHOCTH JHOO0To
MOJIb30BATENsl, KaXKJIOTO CpEeACTBAa 3allUThl MU B OTHOIIEHUHU JIOO0r0o OOBEKTa 3alIUTHl JOKEH



OCYIIECTBIISITHCS HA OCHOBE MPUMEHEHHUS CPEJICTB OMEPATUBHOTO KOHTPOJISI M PETUCTPALIUU U AOKEH
OXBAaThIBaTh KAaK HECAHKIIMOHUPOBAaHHBIC, TaK W CAHKIMOHUPOBAHHBIC ICHCTBHS TOJIH30BATEIICH.
Bmecte ¢ Tem, sddexruBHas cuctema obecnedeHHs HHGOPMAIMOHHON Oe30macHOCTH TpeOyeT
HAJIMYMS aJIeKBATHON M BceoOBbeMITIoNIel nH(POPMAIMK O TEKYIIEM COCTOSHUU TPOLIECCOB, CBA3AHHBIX
C IBIKEeHUEM MHGOpPMaIUU U CBEIEHUH O COOJII0ICHUH YCTaHOBIEHHBIX HOPMATUBHBIX TPEOOBAHUM, a
TaKXKe JOMOJHUTEIHHON HH(OPMAIHH, UMEIONIEH OTHOIIEHUE K IPUHATHUIO PEIICHUH.

5.17 Henocratku cucteMbl obecrniedeHHuss WHPOPMAIMOHHON OE€301aCHOCTH, BBISIBIICHHBIC
corpyanukamu I'BIIOY AATT nosmkHbl HEMEUIEHHO TOBOJIUTHCS 1O cBeaeHus aupekropa I'BIIOY
AATT u onnepaTUBHO YCTPAHSITHCA.

6. Mepbl, MeTObI M CPpeACTBA oOecriedeHus1 TPedyeMoro ypoBHs 3alUIEHHOCTH
UH(OPMALIMOHHBIX PECYPCOB.

[Ipenmonaraercsi, YTO HECAHKIMOHUPOBAHHBIA JOCTYH Ha OOBEKTH HWH(POPMALMOHHOM
0€30I1aCHOCTH [TOCTOPOHHUX JIUL UCKIIIOYAETCs MepaMH (PU3MUECKON 3alUTHI.

6.1 Bce mepsl obecneuenus OesomnacHocTH mHpopmannoHHoi cucremsl ['BIIOY AATT
MOJIPA3/ENISAIOTCA Ha CIETyIOIUE BUJIBL:

- IPaBOBBIE;

- MOpaJIbHO — 3TUYECKUE;

- TEXHOJIOTHYECKHUE;

- OpraHU3alMOHHBIE;

- (pusmnueckue;

- TEXHUYECKUE.

6.2  IIpaBossre.

K nanHOMY BuAy Mep 3allMThl OTHOCSATCS JICHCTBYIOIINE 3aKOHBI, YKa3bl, HODMATUBHBIE aKThl,
COIJIALLIEHUs], PETIaMEHTHUPYIOIIKE TMpaBuia oOpalleHuss ¢ MHpOpMaIel, 3akperuisiiolye npasa u
0053aHHOCTH YYacCTHUKOB HWH(QOPMALMOHHBIX B3aMMOJEHCTBMIA B Mpolecce 0o0paboTku u
HCIOJIb30BAaHUH, a TAK)KE YCTAHABJIMBAIOIINE OTBETCTBEHHOCTh 332 HAPYIIEHUS 3TUX MPaBUIIL.

JlaHHbIE Mepbl HOCAT B OCHOBHOM YIPEXJAIOUIME XapakTep U TPeOYIOT IOCTOSHHON
Pa3bACHUTENBHOIN pabOThI C IOJIB30BATEISIMH.

6.3  MopalbHO — ITHUYECKHE.

K nganHOMy BUIY Mep 3allUThl OTHOCSTCS HOPMbI TOBEIEHUS, KOTOPbIE TPAIUIIMOHHO
CIIO)KWJIMCh WM CKJIAJbIBAOTCA IO Mepe paclpoCTpaHeHHs HH(POPMAILMOHHBIX TEXHOJIOTUH B
oO1miecTBe.

JlaHHble Mepbl OOJIbIIEH YacThiO HE SBJISAIOTCS 00s3aTeNbHBIMM, OJHAKO, MX HECOOI0AEeHUE
MOJKET IPUBECTHU K CEPHE3HBIM MOTEPSAM MH(GOPMALIMU U HETIPEACKA3yEeMbIM MOCIIEACTBUSIM.

6.4  TexHOJOrMYECKHE.

K nanHoMy Buay Mep 3alIUThl OTHOCSTCS pa3HOTO poja TEXHOJIOTHYECKHE PEIIeHUs U IPUEMBI,
HampaBJIeHHbIE HA YMEHBIICHUE BO3MOKHOCTH coBepiieHust cotpyanukamMu ['BIIOY AATT ommubok
Y HapyIICHUH B paMKaX MPEJOCTABICHHBIX UM TPaB U MMOJTHOMOYHNH.

6.5 Opranu3zanuoHHbIE.

K nanHoMy Buay Mep 3alluThl OTHOCSTCS MeEphl OpPraHU3alMOHHOIO XapakTepa,
periaMeHTHPYIONUe MPoLecchl (PYHKIIMOHUPOBAHUS CUCTEMbI 00OpaOOTKH JaHHBIX, HCIIOJIL30BaHHE €€
PECYPCOB, JEATENbHOCTh OOCITY)KMBAIOLIETO TMEpPCOHAla, a TakkKe MOpPAJOK B3aUMOAEHCTBUS
MoJIb30BaTee C CHUCTeMOW TakuM o00pa3oM, 4YTOObl B HauOOJbIIEH CTEMEeHHW 3aTPyIHHUTH HIIU
UCKITIOYUTH BO3MOYKHOCTh PeaTu3allii yrpo3 0€301acHOCTH.

['maBHOM 1LIeNbI0O OpPraHU3AIMOHHBIX MeEp, MPEANPUHUMAEMBIX Ha BBICHIEM YIPABICHUECKOM
ypoBHE — CGhOPMHPOBATH IMOJUTHKY B 00JacTH oOecredeHus: Oe30macHOCTH WH(pOpManuu |
o0ecreYnTh €€ BBIIOJHEHUE, BBIJIENAS HEOOXOJMMbIE TeXHUYECKHE, (PMHAHCOBBIC U YEIIOBEUECKUE
pecypcehl, a Tak ke MOCTOSIHHO KOHTPOJIUPYS COCTOSTHHE JEdl.

6.6  YpoBHM MOMUTHKH oOecrieueHHs 6€30MacHOCTH UH(pOpMAIUU

[Tonmutrka B o6mactu obecrieueHus: 6e3omacHoctu uHbopmaruu B ' BIIOY AATT pazneneHa



Ha JIBa YPOBHS:

- BEpXHUMU;

- HWDKHUM.

K BepxHemy YpOBHIO MOJUTHKH oOecreueHHss Oe30macHOCTH HMH(OPMAIMK OTHOCSTCA
peleHus aupekropa, 3arparuBaromue aesteabHocTh ['BIIOY AATT B nenom. Ha naHHoM ypoBHE
YeTKO ompezensercs cdepa BIUSHHE M OTPAHUYCHUS TPH OINpPENeIeHUH Leneld O0e30macHOoCTH
nH(pOpMaLIUY, ONPEAETSIOTCS PECYPChl, C MOMOIIBI0 KOTOPBIX OHHM OyayT HOCTHrHYThl. Haxomurcs
KOMITIPOMHUCC MEXAY MPUEMIIEMBIM YPOBHEM 0€30MaCHOCTH M (DYHKIIMOHATBEHOCTBIO.

Ha HmwkHeM ypoBHe MNONUTUKU obecriedeHusi 0e30macHOCTH HH(GOpPMAILMU ONpeAestoTcs
MPOIeTypPhl U TIPAaBUIIA TOCTHIKCHUS IEJIeH U peleHnid 3a1a4 0e30macHOCTH HH(POpMaIuy.

6.7  Hoctynm moisip30oBaTeneii k padbore ¢ oObeKTamMH HMH(POPMAIMOHHON 0€30MacHOCTH
I'BIIOY AATT u goctyn K UX pecypcaM JA0JDKEH ObITh CTPOTO perjaMeHTupoBaH. JIroObie n3MeHeHus
COCTaBa U MOJHOMOYHMIA MOJIb30BATENEH TOJKHBI TPOU3BOIUTHCS B YCTAHOBIEHHOM TOPSIZIKE.

6.8  Bce corpynnuku ['BIIOY AATT, 3apeructpupoBaHHbIe KaK JIETAIbHbIE MMOJE30BATEIH
aBTOMATHU3UPOBAHHBIX HHPOPMAIIMOHHBIX CUCTEM, JOJKHBI HECTH MIEPCOHATBHYIO OTBETCTBEHHOCTH 32
HapyIIEeHHUs YCTAaHOBJICHHOTO MOpsIKka 00paboTkn HH(OPMAINH, TPABHII XPAHEHHUs!, UCTIOIB30BaHUS U
nepenavyu, HaXOSIIUXCS B UX PACTIOPSKEHUH 3alIUIIAEMbIX PECYPCOB CUCTEMBI.

6.9  Ilomnexamue 3amUTe PeCypchl CUCTEMBI MTOJIEKAT CTPOTOMY YUETY.

6.10 Bce Heucnonbp3yeMmbie B paboTe ycTpoiicTBa BBOJIa — BhIBOJA MH(GOPMAIIMK HA pabOYuX
MeCTax COTPYAHHMKOB, paloTalommx ¢ KOH(QUACHIUAIbHOW WH(OpMaIed, MODKHBI OBITh O
BO3MOXXHOCTH OTKJIFOUEHBI, HE HYXHBbIE ISl pabOThl MPOrpPaMMHBIE CPEICTBAa U JaHHBIE C JIMCKOB
TaK)X€ JOJKHBI ObITh YaJICHBI.

6.11 B xommoHeHTax 00bekTOB HMH(popmannoHHoU OezonmacHoctu ['BIIOY AATT wu Ha
pabounx MecTax MoJb30BaTeNel JOKHBI YCTAHABIMBATHCS U UCIIONB30BATHCS TOJNBKO JIMIIEH3NOHHBIC
MPOrpaMMHBIE CPEJCTBA, MPOIIEAIINE AHTUBUPYCHYIO MpOBEpKy. lcmosb3oBaHuWe HPOrpaMMHOTO
obOecrieuenus, He Tmpomeamnero mnpoepky u He yureHHoro B ['BIIOY AATT, nomxHO OBITh
3alpelIeHo.

6.12 Tlomw3oBatenn 00bekTOB MHpOpMarmonHoi Oe3omacHocTr ['BIIOY AATT  momKHBI
ObITb O3HAKOMJIEHBI CO CBOMM YpOBHEM TIOJHOMOYMH, a TakXe OpraHU3alMOHHOH —
pacropsIUTEeIbHONM, HOPMATHBHOM, TEXHUYECKOM W  OKCIUIyaTalMOHHOM  JOKYMEHTAIUEH,
orpeensAoNei TpeboBanus 1 nopsAaok o0padorku uHpopmanuu B I'BIIOY AATT.

6.13 Jlns HemocpeAcTBEHHOW opraHu3anuil U 3()(HeKTHBHOTO (QYHKIIMOHUPOBAHUS CHUCTEMBI
obecrieyeHrss HH(POPMAIIMOHHON 0€30MacHOCTH, MCKIIIOYAroIell BO3MOXKHbIE KOH(MIMKTHI UHTEPECOB,
B ['BIIOY AATT 1enecoobpa3HO Ha3HAYUTH OTBETCTBEHHBIX MO oOecredeHre MHGOPMAIIMOHHON
0€30IaCHOCTH, C BO3JIOKEHUEM Ha HUX COOTBETCTBYIOIUX (DYHKIMHA U 3a/1a4.

6.14 JioGoe rpyboe HapylieHWE TOPSAAKAa W TPABHI IOJB30BaHUS HWH()DOPMAIMOHHBIMU
pecypcamu I'BIIOY AATT pomxHo paccienoBarbes. K BAHOBHBIM MPUMEHSTHCS aI€KBaTHBIE MEPBI
BO3JIEIICTBHSL.

6.15 Jlnsg peanusanuu MPUHIUIA TTEPCOHATHLHONW OTBETCTBEHHOCTU TOJB30BaTeNel 3a CBOU
JENCTBUS HEOOXOTUMBI:

- WuauBuayanbHas WISHTU(GUKALMSA TOJNb30BaTeNell ¥  HHUIMUPOBAHHBIX  HMH
MIPOLIECCOB;

- IIpoBepka MOMIMHHOCTH IOJIB30BATEIEH HAa OCHOBE MapoJiel, KIKOUYEH Ha pa3iIudHOU
OCHOBE U T.[1.;

- Peakiust Ha OMBITKE HECAHKIIMOHUPOBAHHOTO JOCTyNa (CUTHAIU3aIus, OJIOKHPOBKA U
T.J.)

6.16 [nsa obecneuenuss nHpopmanmonHoit 6ezonacHocT ['BIIOY AATT wucnonb3yrores
CIICAYIOIINE CPEACTBA 3AIINUTHIL:

- pusnueckue;

- TEXHUYECKHE;

- CpeICTBa UACHTUDUKAIINH U ayTCHTU(UKAIIIH MTOJTb30BATEIICH;



- CPEICTBA Pa3TpaHUUYECHHUS JOCTYIA;

- cpencTBa 00ecredeH st KOHTPOJIS U LIEJIOCTHOCTH;

- CPEJCTBA ONEPATUBHOIO KOHTPOJIS U PETUCTPALIMM COOBITHI 0€301acHOCTH,

- KpUITOTpaguIecKre CpeCcTBa.

6.17 TexHuyeckue Mephl 3aITUTHI.

OcHOBaHBl Ha MWCIOJb30BAaHUM PA3JIMUYHBIX 3JIEKTPOHHBIX YCTPOMCTB U CIELUAIbHBIX
IIPOrpaMM U BBIOJHSIOMINX (DYHKIIMH 3aLUTHI.

6.18 CpencrBa pasrpaHHueHUS TOCTYTIA.

B nemsix mpenorBpamienus paboThl ¢ oObekTaMu HHPOpManuoHHON Oe3zomacHoctu ['BIIOY
AATT mnOCTOpOHHHMX JHI, HEOOXOAMMO OOECHEeYUTh BO3MOXXHOCTH PACHO3HABAHUS KaXKIOTO
JIETJIBHOTO I10JIb30BaTEII.

6.19 CpencrBa uaeHTU()UKALMY U ayTEHTH(PHUKALINN TTOJIb30BATEIICH.

30HBl OTBETCTBEHHOCTM M  3aJjaud  KOHKPETHBIX TEXHMYECKHMX CpPEACTB  3aIlUTHI
YCTaHABJIMBAIOTCSI UCXOS U3 UX BO3MOXKHOCTEH M IKCIUTyaTallMOHHBIX XapaKTEPUCTHUK, ONMCAHHBIX B
JOKYMEHTAIlUH Ha JIaHHbIE CPE/ICTBA.

6.20 CpencrBa obecrieyeHUs [IEITOCTHOCTH.

CpenctBa obOecriedeHUsi LEIOCTHOCTH BKJIIOYAIOT B CBOM COCTaB CPEICTBA PE3EPBHOIO
KOIIMPOBAHUS, IPOTrpaMMbl AHTHUBUPYCHOM 3allUThHI, HPOrPpaMMbl BOCCTAHOBJIEHUS LIEJIOCTHOCTU
OIEPALIMOHHOM cpe/ibl U 0a3 TaHHBIX.

6.21 Cpencra ornepaTHBHOTO KOHTPOJIS M PETHCTPAIIMH COOBITHI 0€30IaCHOCTH.

CpenctBa  KOHTpPOJIE — LIEJIOCTHOCTH  MH(OPMAIMOHHBIX  OOBEKTOB  MH(OPMAIMOHHOM
6e3onacuoctu ['BIIOY AATT mnpenHa3HadeHBI Ui CBOEBPEMEHHOTO OOHApYKEHUSI MOAM(PHUKALINN
WIM  HCKaXeHHus pecypcoB cucrtemMbl. OHM  MO3BOJIAIOT  OOecrieyuBaTh  MPaBUIBHOCTh
(YHKIMOHMPOBAHUS CHCTEMBI 3AIIUTHI U IIEJIOCTHOCTh XpaHUMOH 1 0OpabaTsiBaeMoii HHPOPMALIUH.

CpencTBa 00bEKTUBHOIO KOHTPOJISI TOJDKHBI 00ecrieunBaTh OOHApYKEHUE U PETUCTPALIMIO BCEX
COOBITUH, KOTOpbIE MOTYT THOBJIedb 3a co0Ooii Hapymenue Ilomutuku Wb u npusBectu K
BO3HUKHOBEHUIO KPU3HCHBIX CUTYallUH.

[Tpu perucrpanuu coObITHII 0€30IIaCHOCTH B XKypHasle JODKHA (PUKCHUPOBATBHCS CIlIEAYIOIast
uHpopMaLHUs:

- laTa ¥ BpeMsi COOBITHS,

- UACHTUUKATOP CyOBEKTa, OCYIIECTBISIONINNA PErUCTpUpyEeMoe eicTBuE;

- JleficTBHE.

6.22 Kpunrorpaduueckue cpeicTna.

Bce cpencrBa kpuntorpaduueckoi 3amutbl uHopmanmu B [BIIOY AATT  moimkHBI
CTPOUTBCS Ha OCHOBE 0a3MCHOTO KpUOTOrpauuecKoro sapa, MPOMIEINIEr0 BCECTOPOHHUE
UCCIIEIOBaHMS CTIEIUaTIN3UPOBAHHBIMU OpPTraHU3aALUIMU.

6.23 Vmpasnenue cucteMoil obecrieueHus 6e30macHocTd HHPOpPMAIIHH TPECTaBIAET COO0M
L[eJIeHaNIpaBICHHOE BO3/EMCTBHE HAa KOMIIOHEHTHI CHCTEMbI oOecreueHuss O€30MacHOCTH C ILEJbIo
JOCTIDKEHUST TpeOyeMbIX IoKa3aTelell W HOpPM 3alUIIEHHOCTH OOBEKTOB HH()OPMAIIMOHHON
6esonacHoct ['BIIOY AATT B ycinoBusIX peaau3alliid OCHOBHBIX YIpo3 O€30MacHOCTH.

6.24 KouTtpoiab 3(h(heKTUBHOCTH 3aILUTHI.

KonTponb 3¢ dexTruBHOCTH 3aUTHI HHPOPMAIIUH OCYIIECTBIISIETCS C 1I€JIbI0 CBOEBPEMEHHOIO
BBISIBIIGHUSI M TPEJOTBpALeHUs yrpo3 Oe30macHOCTH. KOHTpOJIb MOXKET TNpPOU3BOJUTHCA Kak
OTBETCTBEHHBIM COTPYAHMKOM 3a uH(popmannoHHyto O6e3zonacHocts ['BIIOY AATT, Tak wu
MIPUBJICKAEMBIMH JUIS 3TOH 1IETM OpraHu3alusIMHU, UMEIOIIMMU JIMIIEH3UIO Ha 3TOT BUJ 1€ TEbHOCTH.

7. Iopsinok yTBepKAeHUs, BHECEHHSI M3MEHECHUI U JONOJTHEeHU I

7.1  Hacrosmas [Tonutuka b BcTynaeT B 3aKOHHYIO CUJTy € JaThl YTBEP)KICHUS.

7.2  V3MeHeHMs M JONOJHEHHMA B HacTosmylo IlonuTuky BHOCATCS 1O WHHULIMATHBE
nupekropa ['BIIOY AATT, oTBETCTBEHHOIO COTPYIHUKA.

7.3 B cioywae BCTymIeHMs OTAEIbHBIX IYHKTOB B IPOTUBOpPEYHE C  HOBBIMH



3aKOHOJATEIbHBIMHU AKTaMU B cepe NHPOPMALMOHHBIX TEXHOJIOTHH - 3TU MyHKTHI JaHHOU [TomuTrku
Wb yTpaunBaroT IOpUINYECKYIO CHITY.
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